Evan Valentin

Rapport de test : machine victime

1) Rédigez un rapport de test complet sur les capacités de sécurisation du pare-feu de
Windows, réalisé a partir de vos observations sous nmap. Ces tests viseront la machine
victime.

Phase 1 : pare-feu désactivé
* nmap 192.168.1.2

192.168.1.2
ing Nm4p 7.95 ( https://nmap.org ) at 2026-82-09 12:44 UTC
warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using —system-dns or specify v

a s with —dns-servers

Nmap scan report for 192.168.1.2

Host is up (@.@0066s latency).

Mot shown: 997 closed tcp ports (reset)
PORT STATE SERVICE

135/tcp open msrpc

139/tcp open nethios-ssn

445/tcp open microsoft-ds

MAC Address: 08:0@:27:AB:CF:8B (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.54 seconds

* nmap -0 192.168.1.2

192.168.1.2
tarting Nmap 7.95 ( https://nmap.org P2 60

ass_dns: warning: Unable to determine any S servers. Reverse DNS is disabl
ed. Try using —system-dns or specify u411d SErvers w1th —dns-servers
Nmap scan report for 192.168.1.2
Host is up (@.00052s latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE

135/tcp open msrpc

tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: @8:80:27:AB:CF:8B (PCS Systemtechnik/Oracle VirtualBox wirtuwal N
1c)

Device type: general purpose

Running: Microsoft Windows 18

0S CPE: cpe:/o:microsoft:windows_18

0S details: Microsoft Windows 18 1789 - 21H2

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.o
rg/submit/
Nmap done: 1 IP address {1 host up) scanned in 2.76 seconds
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* nmap -0 192.168.1.2

ss_dns: v ing i y - 2 : 5 is disabled. Try using -——system-dns or spec
alid servers with ——dns
Nmap scan report for 1

All 108 scanne rts 68.1.: in ignored
Not shown: 1 f g 1 s esponse
MAC Address: @8:00:27:AB:CF:8B ( Systemtechni racle alBox virtual NIC)
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0S detection performed. Please report
Nmap done: 1 IP address (1 host up) scanned in 32
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All 1088 scanned ports on 192.168.1.:
Not shown: 1 filtered tcp ports (no-respon
MAC Address: @38 :27:AB:CF:8B (PCS Systemtechni le VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in B49.59 seconds
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Nmap done: 1 IP address (1 host up) scanned in 2

Lorsque les pare-feux sont désactivés, les ports sont en état de service et 3 d’entre
eux sont ouverts (msrpc ; netbios-ssn ; microsft-ds).

Mais lorsque les pare-feux sont désactives, les ports ne sont plus visibles. Signifiant
gu’ils ne sont plus ouverts.

2) Al'aide de nmap, rédigez une rapport permettant de définir la surface d’attaque du
serveur victime



DNS is disabled. Try using —system-dns or specify v

Host is up (@ 5 laten .
Not shown: 97 d tcp ports (reset)
CE

domain

http

rpcbind
netbios-ssn
microsoft-ds

%12/tcp open
5 'tcp open
51l4/tcp open
1099/tcp open rmiregistry
1524/tcp open 1ingreslock
2049/tcp open nfs
; open CCpro;

open mysql

open postgresgl

open vnc
6000/tcp open X11
6667/tcp open irc
8089/tcp open ajpl3
8180/tcp open unknown
MAC Address: 08:80:27:26:21:98 (PC5 Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in

La surface d’attaque du serveur victime est « facile d’accés » : 23 ports tcp sont en
état d’'ouverture, en plus d’étre visible par tout le monde.



