Evan Valentin

Chapitre 2
Serveur Debian DS1: installation du service DNS

2.8. Installation du paquetage BIND
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GNU nano 8.4 Jetcsbindsnamed. conf

This is the primary configuration file for the BIMND DNS server named.

are just adding zones, please do that in setc/bind/named.conf. local
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2.9. Zone de recherche directe et zone de recherche inversé
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Jetcshindsnamed.cont. local

GMU nano 5.4

Do any local configuration here
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2.10. Construction des fichiers de zone
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GMU nano

source Jetc/networksinterfaces.dsx

auto 1o
iface lo inet loopback

allow-hotplug enpsas3
iface enp®s3 inet static
address 172.17.181.224
netmask 255.255.6.8
network 172.17.6.8
broadcast 172.17.255.255
gateway 172.17.258.3

allow-hotplug enpsass
iface enpes8 inet static

network 192.168.4.6

broadcast 192, 168.4.255
dns-search sio-exupery. local
dns-domain sio-exupery. local
dns-nameservers 192.168.4.254

root@nsl: ifup enpes3

root@nsl: ifup enposa

root@nsl: cat setcs/resolv.conf

# Generated by dhopod from enp@ss. dhcp

# Jetc/resolv.conf.head can replace this line
domain sio-exupery.local

nameserver 172.17.254.1

# setcsresolv.conf.tail can replace this line
root@isl:

root@nsl: ifup enpess

root@nsl: ifup enpess

root@bsl: “#cat setcsresolv.conf

# Generated by dhcpod from enp@ss. dhcp

# setcsresolv.conf.head can replace this line
domain sin-exupery. local

nameserver 172.17.254.1

# Jetc/resolv.conf.tall can replace this line
root@nsl: systemctl restart hind3
root@nsl: systemctl status hind3
e named.service - BIND Domain Name Serwver
Loaded: loaded (Ausr/lib/systemdssystemsnamed.service; enabled; preset: enabled)
Active: active (running) since Thu 2626-81-29 16:46:48 CET; 165 ago
Invocation: @cdS518ezh7addadcBaadlsae’f45aedh
Docs: man:named(8)
Main PID: 1983 (named)
Status: "running"
Tasks: 6 (limit: 2317)
Memary: 22.7M (peak: 24.9M)
CPU: ddms
CGroup: ssystem.slicesnamed.service
~1983 susrs/shinsnamed -f -u bind

. 29 16:40:48 D51 named [1983] ¢ network unreachable resolving 'L/NSAIN': 20@1:dcs: 35453

. P29 16:48:48 DS1 named[1983]: network unreachable resolving './DMSKEY<IN': 28@1:1h8:1@::b#53

. 29 16:40:48 D51 named [1983] ¢ network unreachable resolving '/NSZIN': 2881:1b8:1@: :h#s3

. 29 16:40:48 D51 named [1983] ¢ network unreachable resolving 'L /DNSKEYSIN': zeel:7fd::1#53

. 29 16:46:48 D51 named[1983]: network unreachable resolving './NS/IN': 2e61:7fd::1#53

. 29 16:40:48 D51 named [1983] ¢ network unreachable resolving 'L /DNSKEYSIN': Zo6l1:583:hase::2:30#53
. 29 16:40:48 D51 named [1983]: network unreachable resolving 'L/NSCZIN': 2081:563:hale: (250453

. 29 16:46:58 D51 named[1983]: network unreachable resolving './NS/IN': 2081:566:38: 12453

. 29 16:40:56 D51 named [1983] ¢ managed-keus-zone: Unable to fetch DMSKEY set '.': timed out

. 29 16:4@:58 D31 named[1983]1: resolver priming guery complete: timed out




ﬂ& : e -d sio iy sio very. local
cal' f 0 Ipery
1 al 26266

Iperd. lo

1:
5
5
5
5
5
5
5
5

on oo

[a]

root@ns1:
L bindg-fnsutils 1:3. 1 amded Clients provided with BIND 9
rogt@bsl:




root@bsl: “#dig DDL1.sio-exupery. local
8-1"deb13ul-Debian <<»>» DDl.slo-exupery.local

2 +omd

guery is leaked to DNS
HUEHHUH, ld & .
1, AUTHORITY: @, ADD OMAaL: 1

17 ANSHER SECTIONM:
“ypery.LOCAL. S646E \ A 192 .1658.4 .1

YErm: 13 L2540 [UDP)
i : Thu FHh 1
i3 MEG SIZE  rowd:

ery. local

ery is leaked to DNS

ADDITIONAL: 1

Ds1.sio-exupery. local. root.sio-exupery. local

41 (UDP)

root@bsl: nslookup D51
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2.13. S’appuyer sur un DNS externe : la redirection

1)
GNU n Jetcsbindsnamed. cont.opt ions

opt ions

ano 5.4

GHU nano &.d Jetc/shind/snamed. conf.root-hints



systemctl restart bind9
systemctl status hind9
¢ named.service - BIND Domain Mame Serwver
Loaded: loaded (rsusrslibssystemdssystemsnamed.service; enabled; preset: enabled)
Active: active (running) since Thu 2826-83-65 16:26:55 CET; 15% ago
Invocation: 9cc545646eledbh95aeeaizdcdf5aafes
Docs: man:named(3)
Main PID: 1465 (named)
Status: "running"
Tasks: & (Llimit: 2317)
Memory: 24.1M (peak: 26.2M)
CPU: 28ms
CGroup: ssystem.slicesnamed.service
1465 susrsshinsnamed -f -u bind

@5 16:20:55 D51 named [1465] : configuring command channel from 'setcsbindsrnde. ke’
85 16:20:55 D51 named [1465] @ command channel listening on 127.6.@.,1%#353
@5 16:20:55 D31 named [1465] : configuring command channel from 'Jetc/bindsrnde.key’
B5 16:20:55 0S1 named [1465] @ command channel listening on ::1#953
B8 16:26:55 D51 named [1465] @ zane 4.168.192. in-addr.arpasIN: loaded serial 2826611361
: 051 sustemd[1]: Started named.service - BIND Domain Mame Server.
155 D31 named[1465] @ zone sio-exupery.LOCAL/IN: loaded serial Zeze@ll3al
(55 D51 named [1465] @ all zones loaded
155 D31 named [1465] ¢ FIPS mode is disahled
(55 D51 named [1465] ¢ running

rootansl: dig www.ac-nice.fr

<<x» DiG 9.28.18-1"debl3ul-Debian <<»> www.ac-nice.fr
; 2lobal options: +cmd
1 Got answer:
-»>HEADER<<- opcode: QUERY, status: WOERROR, id: 9762
; flag=: gr rd ra; OQUERY: 1, AWSWER: 5, AUTHORITY: &, ADDITIOWAL: 1

73 OFT PSEUDOSECTIOMN:

; EDNS: wersion: &, flags:; udp: 1232

; COOKIE: 9f83adf7aBE97f3aglaaa6a669a9a016aehadbedbeba9858 (good)
yi WUESTIOW SECTION:

s, ac-nice. fr. In A

i3 ANSHER SECTION:

wuw. ac-nice.fr. 1641 In CHAME .ac-nice.fr.cdn.cloudflare.net.
wuw.ac-nice.fr.cdn.cloudflare.net. 267 IN A a1, 98, 166

wpw. ac-nice.fr.cdn.cloudflare.net. 267 IN A L1a1.96, 165
wpw.ac-nice.fr.cdn.cloudflare.net. 267 IN A L1a1.96. 164
wuw.ac-nice.fr.cdn.cloudflare.net. 267 IN A el 98,167

iy OQuery time: 84 msec

i SERVER: 192.168.4.254%#530192.168.4.254) (UDP)
i3 WHEM: Thu Mar &5 16:24:86 CET 26826

i3 MSG SIZE rowvd: 182




root@Ehs1: ping www.duno
dunod.com (51.:

d.com
14,

2.14. Test a partir du client Debian Desktop

1

) I slof@DL1: ~ w = X

GNU nano 8.4 Jetc/hostname
DD1
2)
nan Jetc/hosts

127.0.0.1 localhost

127.0.1.1 DD1.sio-exupery.local DD1

¥ The following line re desirable for IPwvi pable host

-1 localhost ip6-localhost ip6-loopback

ffe2::1 ip6-allnodes
ffez2::2 ip6-allrouters



Deétails ldentite |Pvd IPvE Securité

Méthode IPv4 Automatique (DHCP) Réseau local seulement

© Manuel Désactiver

Partagée avec d'autres ordinateurs

Adresses
Adresse Masque de réseau Passerelle

192.168.4.1 255.255.255.0 192.168.4.254 ®

DNS Automatigue

192.168.4.254

aparer les adresses IP avec des virgules

4)
sio@bD1l:~% ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group defTaul
t glen 10680
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enpBs3: <BROADCAST,MULTICAST,UP,LOWER UP= mtu 1500 gqdisc fg codel state UP gr
oup default glen 1060
link/ether 08:00:27:27:22:b5 brd ff:ff:ff:Ff:Ff:Ff
altname enx@8002727e2b5
inet 192.168.4.1/24 brd 192.168.4.255 scope global noprefixroute enp®s3
valid 1ft forever preferred 1ft forever
inet6 feB0::a00:271f:Te27:e2b5/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
sio@ppl:~$ |

sio@DD1l:~% ip r

default via 192.168.4.254 dev enps3 proto static metric 100

192.168.4.0/24 dev enp@s3 proto kernel scope link src 192.168.4.1 metric 100
sio@DD1:~%

5)

sio@DD1l:~% cat /etc/resolv.conf
# Generated by NetworkManager
nameserver 172.17.254.1
sio@ni:~3$ |



6)
sio@DD1:~% dig SOA sio-exupery.local

; <<>> DiG 9.20.15-1~debl3ul-Debian <<=> S50A sio-exupery.local

;3 global options: +cmd

;b Got answer:

;; WARNING: .local is reserved for Multicast DNS

;7 You are currently testing what happens when an mDNS query is leaked to DNS
i -=>HEADER<<- opcode: QUERY, status: NOERROR, id: 65346

;; Tlags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;: OPT PSEUDOSECTION:

; EDNS: version: ©, flags:; udp: 1232

; COOKIE: 9f5fdb901594368a0100000069b2d2e5917a277ed5ab6938 (good)
;+ QUESTION SECTION:

;sio-exupery.local. IN SOA

;» ANSWER SECTION:

sio-exupery.LOCAL. 86400 IN SOA DSl.sio-exupery.local. root.sio-
exupery.local. 2026011301 604800 86400 2419200 604800

;; Query time: 4 msec
:: SERVER: 192.168.4.254#53(192.168.4.254) (UDP)

sio@DD1l:~% dig DS1.sio-exupery.local

; <=<>> DiG 9.20.15-1~debl3ul-Debian <<>> D51.sio-exupery.local

;; global options: +cmd

;: Got answer:

:: WARNING: .local is reserved for Multicast DNS

:: You are currently testing what happens when an mDNS query is leaked to DNS
;; -=»>HEADER=<<- opcode: QUERY, status: NOERROR, id: 47218

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 1232

; COOKIE: 9088d5993bbb6ceadlofdono69b2d383d41c6bd665e7ebbl (good)
;7 QUESTION SECTION:

;:D51.s5io-exupery.local. IN A

;: ANSWER SECTION:
DS1l.sio-exupery.LOCAL. 86400 IN A 192.168.4.254

;; Query time: @ msec

;: SERVER: 192.168.4.254#53(192.168.4.254) (UDP)
:: WHEN: Thu Mar 12 15:53:57 CET 2026

;; M5G SIZE rcvd: 115




sio@bD1l:~% dig www.dunod.com

; =<>> DiG 9.208.15-1~-debl3ul-Debian <<>> www.dunod.com

:; global options: +cmd

;. Got answer:

i+ ->>HEADER<=<- opcode: QUERY, status: NOERROR, id: 34705

;3 Tlags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©®, ADDITIOMNAL: 1

:: OPT PSEUDOSECTION:

; EDNS: version: ©, flags:; udp: 1232

; COOKIE: c5e8d%ae7f98e5250100000069b2d3cl105e8b0c7cb5a7a3e (good)
;; QUESTION SECTION:

swww . dunod. com. IN A

;3 ANSWER SECTIOM:
www . dunod. com. 7352 IN A 51.144.196.143

i Query time: 36 msec

;; SERVER: 192.168.4.254#53(192.1658.4.254) (UDP)
:: WHEN: Thu Mar 12 15:54:59 CET 2026

:: M5G SIZE rcvd: 86

7)
s10@DD1:~% nslookup www.google.com
server: 192.168.4.254
Address: 192.168.4.254#53
Non-authoritative answer:
www.google.com canonical name = forcesafesearch.google.com.
Mame : forcesafesearch.google. com
Address: 216.239.38.120
Mame : forcesafesearch.google.com
Address: 2001:4860:4802:32::78

8)

sio@DD1:~% ping -c 2 DSl.sio-exupery.local

PING D51.sio-exupery.local (192.168.4.254) 56(84) bytes of data.
64 bytes from gateway (192.168.4.254): icmp seg=1 ttl=64 time=0.431 ms
64 bytes from gateway (192.168.4.254): icmp seq=2 ttl=64 time=1.06 ms

--- DSl.sio-exupery.local ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1088ms
rtt min/avg/max/mdev = 0.431/0.747/1.063/0.316 ms
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